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Abstract
Cardano is a Proof-of-Stake cryptocurrency with a market
capitalisation in the tens of billions of USD and a daily vol-
ume of hundreds of millions of USD. In this paper we re-
flect on applying formal methods, functional architecture
and Haskell to building Cardano. We describe our strategy,
projects, lessons learned, the challenges we face, and how
we propose to meet them.

CCS Concepts: • Software and its engineering → For-
mal software verification.
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1 Introduction
TheCardano network is a global decentralised network con-
sisting of several thousand block-producing nodes and thou-
sands more relay nodes, that are run by a diverse, decen-
tralised group of individuals and entities on the public in-
ternet.

The environment is challenging and realistic testing is dif-
ficult. Moreover, mistakes are potentially very costly and
hard to rectify. For this reason rigorous practises such as
those suggested by formalmethods are essential so that high
quality design and engineering are built in from an early
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Figure 1. Cardano node layers

stage and carried through the development process. This ap-
proach has an exemplary period of stability for the system
with 6 years of very little downtime. It is also notable that
we have a small formal methods team - usually a single FM
Engineer per development team of around 6. The work de-
scribed here is the work of 6 teams.
The software that runs on a Cardano node is written in

Haskell and was developed by Input Output. The node is
separated into a number of layers (see figure 1). The layers
proceed outwards from a pure internal core to an impure
and outward-facing outer layer.
The smart contract layer’s behaviour is not only pure, but

it is predictable from only a summary of the contents of
the executing transaction, independent of the global ledger
state. The ledger is pure, consensus involves concurrency,
and networking has to deal with the complexity of unreli-
able communication.
Additional off-chain components have sufficiently robust

formal, statistical, and incentives-based guarantees for the
Cardano system to rely on them in its operation. This in-
cludes systems likeMithril, which provides a way to quickly
bootstrap a nodewithout replaying the entire chain, andHy-
dra, which is a secure transaction settlement mechanism up-
dating an on-chain contract with summaries of recent (Hy-
dra) transactions on a regular basis.
This structure supports a separation of concerns which

pushes complexity to the outside and keeps the core as pure
and simple as possible.
From the formal methods perspective we tune our ap-

proach to each component and apply heavier techniques
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with a greater emphasis on verification to themore tractable
inner components and more lightweight approach (type-
safety, at minimum) with a greater emphasis on testing to
the impure outer components. A key feature of the inner
components is designing them with simplicity and building
on familiar foundations, which makes them easy to reason
about. A key feature of the outer layer is that it is designed
with the goal of being easily testable in mind.

Cardano operates on an impressive scale with a high de-
gree of reliability, but there is more to come. Future develop-
ments of Cardano will bring technical improvements to scal-
ability and settlement time and bring technical challenges
such as supporting greater degrees of decentralisation.

2 Formal Methods Strategy
We have described our earlier experience with the role of
formal methods (FM) in Cardano development in a previous
paper[9]. Since then, we have refined our strategy in several
key ways: it was (i) mechanised, including Agda specifica-
tions and conformance testing, (ii) democratised, i.e. made
more accessible to a broader audience, including the Car-
dano community and internal engineers, (iii) industrialised,
i.e. has industry-like development practices and standards,
and (iv) the scope of application of formal methods was
broadened, e.g. to include cryptography.

Designing and implementing a system that handles large
sums of money, which must support timely and predictable
interaction by users, must run reliably forever, and be decen-
tralised, is a challenging task. The system must be trustwor-
thy and also able to change and evolve. At the same time, no
functionality can ever be deprecated at the ledger or smart
contract level, since it is required to re-apply blocks at the
time of bootstrapping.

The formal methods strategy we follow requires that we
get involved early, and continue to stay involved through-
out the lifecycle of the project. It also requires us to develop
formal artifacts that are tuned to the right level of formality,
and are able to grow and change with the project. The For-
mal Methods team at IOG is therefore relatively small, about
6 people, and mostly works embedded within other teams.
At the early stage we may be involved in developing a

simplified or prototype model. This was the case in integrat-
ing smart contract functionality in the ledger, where we de-
veloped a bare-bones extended UTxO (EUTxO) model [3]
prior to the implementation of the full-scale ledger support
for smart contracts. Another early stage activity is up-front
performance modelling [7] which can be carried out before
creating a prototype to rule out infeasibility early on. The
aim here is to ensure that design has realistic performance
constraints and does not, for example, require transatlantic
network connections that are faster than the speed of light.

We do not consider formal modelling to be useful only
during the design stage, or an intervention. Instead we fully

embrace that the artifact (e.g. a formal specification) will
be adopted and maintained by the engineering team as part
of their quality assurance and documentation approach. To
support this we follow the rule of thumb that there should
be at least one formal methods engineer in each engineer-
ing team. We also train other engineers in formal methods
so that they are able to understand and work with formal
methods artifacts. Special attention must be paid to avoid
possible scope creep of our models, as well as to ensure
that unnecessary implementation details do not leak into
the models. This makes it easier to maintain models and to
train new team members on them.
It is possible a specification may, at some point, diverge

from its implementation. Also, the specification itself may
contain errors. Three artifacts are involved in ensuring cor-
rectness of the software: (1) the Agda code, which is ver-
ified, (2) the Haskell code generated from Agda, and (3)
the hand-written Haskell production code. Equivalence be-
tween (1) and (2) is established by contruction, then (3) is
verified by running conformance tests, which pass the same
input to both the executable specification implementation
and the productionHaskell implementation, then check that
the same output is produced. Test cases are generated using
a random or exhaustive generator and also often using a set
of handcrafted realistic examples. This ensures that bugs in
either the specifications and implementations are likely to
be found at the time a commit is made.
For many specifications, the CI also generates (from the

literate Agda specification) a PDF document describing the
specification, which includes the important data structures,
functions, and properties but excludes proof details. This
serves as a reference to stake holders, such as core devel-
opers, smart contract developers, auditors, and stake pool
operators.
We also aim to ensure that the formal model remains rel-

evant and up-to-date throughout development, so that it
can be used to provide consistent high assurance guarantees
about the project, and also so that any changes of direction
or additions can be made with confidence and consistency.

3 The Cardano Node
3.1 Smart Contracts
The low level smart contract language of Cardano Plutus
Core is based on System F with iso-recursive types and
builtin types, constants, and functions for Cardano-specific
features [4, 11]. To reduce transaction size, the type signa-
tures of a Plutus Core program must be erased prior to its
inclusion in a transaction.The semantics of the language are
given by a small step reduction semantics, which are proven
to be equivalent to a more performant (execution of a given
contract happens in fewer steps) CEK machine that runs in
the production code.
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Plutus Tx is a higher-level language that is based on
Haskell, and whose compilation target is Plutus Core. Other
languages have been developed by the Cardano community
that target Plutus Core, but are not based on Haskell.

The formal specification of Plutus Core is written in Agda.
It consists of definitions of type checking, reduction, ab-
stract machines (CC, CK, CEK), progress and preservation,
and behavioural equivalence proofs. It is executable. This
serves as a type-checked specification and also a reference
implementation that is used for conformance testing. At the
time of development, it also served as a prototype to inves-
tigate new proposed design changes. The conformance test
suite provides a language-agnostic tool for implementors to
guarantee the soundness of custom Plutus interpreters.This
is particularly useful in the context of Cardano as it eases the
development of alternative high-level languages. For exam-
ple, language implementors can develop smart-contract test-
ing tools that have strong guarantees and respect on-chain
behaviour.

We have also used formal methods to define what it
means to have guarantees of soundness of on-chain contract
behaviour with respect to its particular specification [13]. At
this time, only a prototype exists, meaning that the Adga
ledger model for which we can reason about (Agda) con-
tract specifications is greatly simplified as compared to the
Cardano ledger. Work is in progress to establish a similar
framework for Plutus contracts running on on the Cardano
ledger, intended for community use.

3.2 Ledger
A block (in the blockchain) consists of a header and a body.
The Cardano ledger is concerned with processing the block
body, which is made up of a list of transactions. A small-step
semantics specification style is used to do this, wherein ap-
plying a block to the ledger state is the atomic (small) step
[10]. That is, given any ledger state and any block body, a
transition specifies when that body is valid in that state, and
the updated state to which the block advances the given
state.

A block’s transactions are applied sequentially, and each
must be valid in the state to which it is applied in order
for the block to be valid. One of the main components of
a UTxO ledger is the UTxO set, which contains all unspent
transaction outputs, i.e. outputs of previously applied trans-
actions that have not yet been spent by other transactions.
Transitions are defined for updating the individual compo-
nents of the ledger state via transaction application, such as
the records of delegation, update proposals, UTxO set, etc.
A valid ledger update requires that each component is up-
dated in a valid way by each transaction being applied. For
example, to compute an updated UTxO set, UTxO entries
spent by the updating transaction are removed from UTxO
set, and outputs of that transaction are added.

In early versions of the system, the Ledger Specifica-
tion was a LATEX document. It was manually translated into
a reference implementation written (and type-checked) in
Haskell. The implementation and specification were also
kept in sync manually, including inference rules structure,
identifiers, comments, etc. An example of the inference rule
for updating the UTxO set (as it appears in the LATEX docu-
ment) is given in listing 2.

In the latest version of the system, the specification is
written in (literate) Agda, from which a LATEX document is
generated. Listing 1 gives one of the predicates in the UTxO
rule as it appears in the resulting specification, and the same
fragment in the Haskell implementation. A reference imple-
mentation in Haskell is generated from the Agda specifica-
tion, which is then used for conformance testing against the
actual (Haskell) implementation using QuickCheck proper-
ties.

1 Agda:
2 ∀[ (_ , txout) ∈ ʰtxouts .₁proj ]
3 inject (utxoEntrySize txout * minUTxOValue pp)
4 ≤ᵗ ʰgetValue txout
5

6 Haskell:
7 {- ∀(_ → (_, c)) ∈ txouts txb, c ≥ (minUTxOValue

pp) -}
8 runTest $ validateOutputTooSmallUTxO pp outputs

Listing 1. Code fragments

Interestingly, testing has also evolved alongside the sys-
tem. Earlier versions generated whole blockchains from
scratch. However, good coverage was hard to ensure, and
obscure cases were difficult to explore. Newer versions of
the generator generate individual ledger states and can be
tailored to particular scenarios of interest more easily.

3.3 Consensus
While the ledger works at the level of the block body, the
consensus layer deals with the block header. It implements

Figure 2. Ledger specification

https://github.com/IntersectMBO/plutus/tree/master/plutus-metatheory
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Ouroboros Praos[6] consensus rules to determine how new
blocks are formed, and whether or not a block can extend
the current best chain, depending on the underlying ledger
state. Following the successful work on the ledger layer, we
are also developing a formal specification for the consensus
layer, progressing from a LATEX specification to a fully mech-
anized specification.

Like the ledger team, the consensus team has improved
their testing approach.They are moving away from simulat-
ing a network of interoperating nodes towards an approach
of testing a single node in a simulated environment.This en-
ables them to more easily tailor tests to particular scenarios
and ensure good coverage.

The consensus layer is based on a series of peer-reviewed
consensus protocols. In the future, our plan is to establish a
formal link between protocols defined in the research pa-
pers and the production implementations. Of course, the
implementation only deviates from the papers when well-
reasoned and negotiated design refinements are made, such
as splitting the blocks into headers (relevant to consensus)
and bodies (relevant to ledger).

3.4 Networking
The network layer is specifically designed to be robust
against Byzantine adversarial behaviour. It is structured as
a set of pull-based so-called mini protocols that are multi-
plexed over a single connection.The various mini protocols’
message format and state machine are specified in LATEX.
The Haskell implementation leverages Haskell’s type sys-
tem through session types to statically ensure that the im-
plementation follows these protocols precisely.

The networking layer, being critical, is subject to inten-
sive property-based testing. However, because it is lean-
ing heavily on concurrency for efficient operations, testing
proved challenging. For that reason, the team has devel-
oped dedicated packages which provide an additional layer
of abstraction on top of parts of the Haskell runtime sys-
tem, that is essentially software transactional memory con-
currency support. The same code can then be executed ei-
ther by the Haskell RTS, or via a pure and fast implementa-
tion which deterministically simulates it, enabling excellent
testing.

The ΔQ Software Development[7] methodology was used
during the design and early development phase of the net-
working layer. This technique proved invaluable to rule out
“naive” designs and investigate various options, providing
evidence supporting some critical design decisions like the
header-body split diffusion, or parallel download of blocks
from upstream peers. The implementation is instrumented
so that the behaviour of the system can be compared to the
model.

4 Research & Development Projects
Cardano is a research based blockchain. The challenges to
the engineering teams are (1) taking research artifacts and
turning them into robust implementations; and (2) taking
proven properties of protocols and turning them into guar-
antees about the code.
In the past this effort owed a lot to key individuals work-

ing closely with research and development teams. We now
have a department dedicated to taking research ideas at an
early (1 or 2) technology readiness level[14] and advancing
them up to a point where they can be integrated by a pro-
duction engineering team.

4.1 Babel Fees
Babel fees is an upcoming Cardano platform feature which
is designed to enable users to pay transaction fees in mul-
tiple tokens (ie. crypto-currencies) without any changes to
the consensus layer, or requiring users to interact with an
on-chain contract. This feature has a number of additional
use cases, such as swaps, or the construction of atomic trans-
action batches. The Babel fees design has gone through the
first stages of the pipeline including a research paper [2], a
mechanized specification, and a prototype implementation.
Due to practical constraints, multiple design refinements
had to bemade to adjust the design proposed in the research
paper to a viable mechanized specification.
This feature is supported by a framework for applying

lists of underspecified transactions called validation zones.
Babel fees supports the settlement of offers which are
matched off-chain and placed into validation zones. Re-
search is ongoing into whether validation zones, along with
their formal guarantees, are suitable for processing a variety
of intents, i.e. underspecified transactions.

4.2 Peras
Peras is a distributed consensus protocol that is an extension
to the existing Praos protocol for the purpose of accelerating
settlement. It differs significantly from the previouswork on
consensus due to the fact that prototyping and modelling
work was started before the research was completed and the
paper published. As was pioneered in the Plutus project, we
moved from a sequential processwhereby engineeringwork
mostly starts after the project is handed over from research,
to a more dynamic one where various activities overlap and
can influence each other.

Figure 3 depicts the overall process followed by the
project, highlighting the interactions between activities and
how different artifacts and techniques are being used across
the project.

https://ouroboros-network.cardano.intersectmbo.org/pdfs/network-spec/network-spec.pdf
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Figure 3. Conformance testing process

The Agda specification is considered as the “source of
truth” about the protocol. At its core it is defined as a small-
step semantics detailing how an honest node’s state is af-
fected by incoming messages. The various types and struc-
tures defined in the specification are being used to state and
prove properties, using Agda as a pure theorem prover, and
formalising proof from the research paper.

The executable specification part is provided by the test
model, or rather several test models, which are also coded
in Agda, but executed in Haskell after generation with
agda2hs[5]. Those models are designed to be run by a
QuickCheck-based library[8] with dedicated generators to
provide a partial conformance test suite for implementors to
base their work on. The soundness of each test model with
respect to the core specification is proven using Agda.

ΔQSD is a formal methods technique that has proved
quite useful in the Peras project: It allowed us to quickly
rule out an initial version of the protocol that would have
had too much impact on the timely diffusion of block head-
ers, with minimal modeling effort.

5 Conclusion
Applying FM to cryptocurrency platforms is of particular
interest because users trust the platform code with their as-
sets, and once deployed, it is very slow and difficult to up-
date this code. The strategy discussed here has provided es-
sential guarantees about our code, and the peace of mind
that comes with that. The successful, zero-downtime oper-
ation of the Cardano platform for over five years is a testa-
ment to this claim. Our strategy helped establish a common
language for communication between researchers and prac-
titioners, and provided us with a principled way of adding
new features. It has provided valuable reference material,
and taught us a number of important lessons along the way.

5.1 Refining and Interpreting the Strategy
Get involved at an early stage of development As early
as possible but not too early is key. Ideally, we should have a
coherent idea or relatively stable core to build on. We don’t

want to redefine carefully designed data structures or proofs
too often in reaction to churn in the design.
Develop formal artifacts that can grow and change

with the project It is good to start small and gradually ex-
pand scope and increase rigour. If we enforce too many of
static guarantees, it will be harder to change things later.

Tune the level of formality to the project There is
a balance to be struck between customising the approach
and tools to the project and standardising in order to reduce
duplication and improve knowledge and code sharing.

Lock formal methods into the development work-
flow via continuous integration/testingThis is essential
in the long run, but a having a type-checked specification
early on is extremely valuable in its own right, even before
any connection is made with the production code.

Stay involved during late stages of development and
maintenance It is extremely important to do this in order
to ensure the system remains consistently reliable across
time. For example, as we all know, one should be prepared
to throw prototypes away when they deviate significantly
from changing requirements.

5.2 The challenge
Formal methods provide significant benefits outlined here,
however, there are challenges as well (see [12] for a detailed
academic survey).

Maintenance Formal specifications supporting research
are usually written once and rarely touched again. On the
contrary, software that is in use is subject to change over
time as its applications, requirements, features, and tech-
nology evolve, and as errors and problems are discovered
and fixed. Legacy software becomes harder to change over
time if specific counter-measures, e.g. refactoring, are not
put in place. Blockchain is unique in this respect in that all
formal specifications of ledger implementations remain rele-
vant in the bootstrapping process. However, we accept that
FM tools and standards will change, and plan to further re-
fine our strategy to adapt whenever necessary.



FUNARCH ’24, September 6, 2024, Milan, Italy James Chapman, Arnaud Bailly, and Polina Vinogradova

Integration with development practices Software de-
velopment practices have evolved, and agile methods has put
a heavy emphasis on both shortening the feedback loop and
increasing the ability of software to adapt to a rapidly chang-
ing environment. Formal methods tools and processes can
be quite computation- and human resources- intensive even
for moderately complex systems. It is still unclear how for-
mal methods can fully benefit from well-known faster feed-
back techniques like eXtreme Programming[1], and how this
impacts development of more traditional kinds of software.
However, there has been some progress made towards this
goal, as described in existing work [9].

Skills shortage Finding and retaining talented Haskell
engineers proves challenging, as Haskell still is a niche lan-
guage. The problem is more acute in formal methods: (1)
teaching is often not universal or compulsory in standard
software engineering or computer science curricula; (2) the
formal methods landscape is very fragmented, and previ-
ous knowledge is only partially transferable between en-
vironments, e.g. a Coq specialist will need time to retrain
as an Agda engineer despite the same underlying technol-
ogy (type theory); (3) people with both industrial and for-
mal methods experience are in short supply; (4) training en-
gineers with a “traditional” background takes time and re-
sources, and most available training courses do not focus
on industry, with Summer schools aimed at PhD students
being currently the most prevalent.

Toolmaturity and efficiency Formalmethods tools like
proof assistants, compilers, or editors, while usually of great
quality, definitely do not benefit from a large enough au-
dience to be on par with what integrated development envi-
ronments provide formainstream languages. Moreover, they
are not as widely supported as other languages by tools and
services on which software teams usually rely, like build or
continuous integration services.

Silos and Specialists Delivering complex and reliable
software systems faster requires whole team communica-
tion and collaboration.The aforementioned challenges com-
bine to reduce the ability of every team member to be com-
fortable working with the formal methods part of the soft-
ware being developed.This issue leads to silos and team frag-
mentation, the need for synchronisationwhich in turn leads
to longer development cycles because of the synchronisa-
tion required.This is improving as we integrate mechanised
specifications into the workflow and we improve training.

5.3 Meeting the Challenge
Formal methods is an essential ingredient in any future de-
velopment for Cardano. As such, we need to ensure formal
methods artifacts are considered as first-class citizens in all
stages of the R&D process, by all parties involved.This has a
number of implications for what we want to focus on next.

Upskilling and knowledge sharing We have already
had a successful one-week internal training session in Agda

in May 2023, attended by about 30 people from the com-
pany, including researchers and engineers. A key aimwas to
develop a common language between researchers and engi-
neers.The course (which we recorded) is currently available
online internally for self study. We want to turn this into a
regular event, and make it a part of the onboarding process
for all new engineers and researchers working on Cardano.
This will be achieved, among other things, by: (1) general-
ising training courses and offering people from the ecosys-
tem the opportunity to attend them; (2) improving the level
of detail and reach of the available documentation and train-
ing material; (3) thoroughly documenting the concrete use
caseswe applied formalmethods to, thus providing concrete
examples on how to get started on that journey.
Involve researchers earlier in the development pro-

cess Researchwithin the Cardano ecosystem is very diverse,
ranging from programming languages theory, to econom-
ics, cryptography, and security. Not all researchers are fa-
miliar with formal methods, although all of them share a
strong mathematical background as mathematical formali-
sation is at the heart of most published research. Through
training, early collaboration with engineers, and develop-
ment of domain-specific languages, we want to ensure that
machine-checked formalisation happens earlier in the inno-
vation cycle.

Improve tooling Having highlighted how the fragmen-
tation and lack of tool maturity was an impediment to more
widespread adoption of formalmethods, it is clear thatmuch
of our future effort needs to happens there. We have al-
ready contributed and will continue to support contribu-
tions to various tools: agda2hs and agda2rust compilers, ΔQ
modeling library, quickcheck-dynamic model-based testing
library, etc. We are also investigating new or improved tool-
ing in areas such as cryptography, where tooling is sparse.
Expanding reach Cardano is an open ecosystem with

many independent parties involved. As the ecosystems be-
comes more diversified and multiple node implementations
are created, the significance of machine checkable specifica-
tions to ensure compatibility will become increasingly im-
portant. We are also working on developing frameworks in-
tended for use by the community, e.g. for smart contract ver-
ification. This ties in with our plans to disseminate knowl-
edge and increase the reach of formal methods.
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