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Abstract—One of the most prominent applications of
blockchains is decentralized finance, like Automated Market
Makers (AMMs), which are exchange houses without a central
authority. AMMs currently handle large amounts of tokens
and are subject to vulnerabilities. One attack, called arbitrage,
involves trading with collections of AMMs in a way that the
attacker ends up with more tokens than before trading, thus
gaining tokens from the AMMs. Moreover, arbitrage attackers
compete by offering higher transaction fees, which affects the
whole blockchain ecosystem.

In this paper, we present Equilibrium, a novel solution to
prevent arbitrage attacks in Layer-2 optimistic rollup blockchains
(L2) where many AMMs currently execute. In our solution,
L2 miners re-establish the balance by removing large arbitrage
opportunities when computing new blocks. The re-balance is
computed offchain as a solution to an optimization problem. To
ensure the correct evolution of Equilibrium, we provide novel
fraud-proof games that guarantee the correctness of the re-
balancing process and, consequently, of the blockchain. Our pre-
liminary empirical evidence suggests that re-balancing reduces
arbitrage profits while redirecting part of them to AMMs, and
is inexpensive to compute and infrequently required.

Index Terms—Blockchain, Decentralized Finance, Market
Makers, Arbitrage, Layer-2, Optimistic Rollups, Fraud-proofs.

I. INTRODUCTION

Blockchains [33] were introduced as decentralized ledgers
enabling electronic payments without the need for trusted third
parties. Blockchains later incorporated smart contracts [42],
[46], i.e., stateful programs stored on the blockchain. Users
can invoke contracts whose execution controls the exchange
of cryptocurrency and provide complex functionality, enabling
many applications such as decentralized finances (DeFi).
Within DeFi, Automated Market Makers (AMMs) are one of
the most popular applications. AMMs are contracts that allow
trading tokens without central authorities. Users who provide
tokens to AMM reserves are known as liquidity providers.

The Problem of Arbitrage: AMMs handle large amounts
of value [16] and create opportunities for various market
mechanisms and attacks, such as arbitrages. An arbitrage
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consists of performing a sequence of trades in a collection
of AMMs in such a way that the attacker ends up with
more tokens than they started with [3], [19], [21]. The agents
executing arbitrages are called arbitrageurs. Some arbitrage
opportunities are not significant because the fees required to
execute them surpass the profit obtained. In this work, we
focus on large onchain arbitrages.

While arbitrages have the positive effect to balance to-
ken prices across the AMMs network [2], [19], they also
have a negative impact for both liquidity providers and
blockchain users. First, arbitrageurs, who are rarely liquidity
providers themselves, extract millions of dollars a year from
AMMs [27], [28], [32], [37], [47], that is, from the liquidity
providers. Second, arbitrages negatively impact the whole
blockchain ecosystem [23], as arbitrageurs compete to be
mined first offering higher transaction fees, which drives up
costs for all users. While in traditional, non-automated mar-
kets, arbitrages are positively perceived and accepted in order
to achieve consistent exchange rates, the situation is different
in AMMs. Due to the simultaneous availability of all exchange
rates in the AMM network and the possibility to automatically
execute trades via contracts, the network of AMMs could, in
principle, resolve price inefficiencies automatically, rendering
arbitrages unnecessary. However, most current research on
arbitrages focus on how to detect arbitrages and not how to
prevent them [3], [8], [18], [19], [21], [32], [37], [44], [47].

The presence of arbitrage is not local to a contract, but
it involves several AMMs. Existing formal techniques for
contract reliability include static techniques [1], [4], [9], [10],
[17], [34], [36], [39]–[41] and runtime verification [6], [14],
[15], [22], [31], but they are not enough to prevent arbitrage
attacks, as these techniques focus on the correctness of a
single contract or a single execution. Arbitrages consist of
sequences of valid trades, and thus, are valid by definition on
each individual AMM. The combined effect of the arbitrage
as a whole group of transitions is what becomes undesirable.
Therefore, detecting and preventing arbitrages requires in-
specting multiple AMMs and not just a single contract, which
is challenging for existing techniques.

Solution Space: To address these challenges, we leverage
Layer-2 Optimistic Rollups (called here simply L2). L2s per-
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form most computation offchain with minimal L1 blockchain
interaction—in terms of frequency and data size—to ensure
correctness and trust. Optimistic Rollups are optimistic in
the sense that new blocks are assumed correct unless proven
incorrect. When L2 blocks are challenged, the challenger and
the block proposer play a fraud-proof game (based on Refereed
Delegation of Computation (RDoC) [11], [12])—governed by
an L1 contract—which guarantees that honest agents always
win. Both players place stakes. When the game ends, the loser
stake is removed and the winner is compensated. After a pre-
determined time elapses, surviving blocks consolidate. L2s
offer the same guarantees as the underlying blockchain, as far
as at least one honest agent proposes and challenges blocks.
We target L2s in this work for two reasons. First, modifying
an L1 blockchain is difficult, but an L2 is more easily
bootstrapped by installing and modifying the L1 contracts
encoding the L2 evolution rules, including the fraud-proof
games. Second, many AMMs are already running on L2s [35].

Equilibrium: To solve the arbitrage problem, we propose a
modified L2 called Equilibrium. Transactions in Equilibrium
have the same semantics as existing L2s (e.g. Arbitrum [29]),
but remove significant arbitrage opportunities by balancing
token prices. After computing the effect of each transaction, L2
miners re-balance the network of AMMs with an optimal arbi-
trage when there are large arbitrage opportunities. The tokens
obtained from this arbitrage are distributed in a predetermined
deterministic way between the miner and affected AMMs.

We provide sufficient conditions for AMMs under which
optimal arbitrages can always be found. However, these arbi-
trages are not unique so when L2 miners post L2 blocks to
L1, they include the arbitrage proposed. Each new block in
Equilibrium has the following properties:

• all sequences of trades proposed contain only valid trades;
• the new L2 state is correct;
• large arbitrage opportunities are effectively removed, and
• profits are distributed between AMMs and the L2 miner.

To ensure that proposed L2 blocks satisfy the properties above,
we introduce new fraud-proof games where a single honest
agent can always win. These games are over the correctness of
the proposed solution instead of over traces of the algorithm
that computes the solution (as conventional L2s fraud-proof
games do). This offers three advantages: efficiency (verifying
optimization solutions is cheaper than generating them), clarity
(since checking a solution is simpler the corresponding fraud-
proofs are easier to understand) and flexibility (miners can
choose the algorithm used to compute solutions). Note that
Equilibrium does not change the overall architecture of L2s,
only the transaction semantics and fraud-proof games used.

We present a preliminary empirical evaluation over a dataset
of one month of transactions involving the popular Uniswap
V2 AMMs on deployed Arbitrum, suggesting that our ap-
proach is effective, rebalancing is rarely needed and the worst-
case computational overhead incurred by L2 miners when
computing the optimal arbitrage is small (around 3 seconds).

Contributions: The contributions of this paper are:

(1) a new proof-of-concept L2, called Equilibrium, that re-
moves large arbitrage opportunities eliminating the neg-
ative effect of arbitrages while still rebalancing token
prices,

(2) novel fraud-proof games that are required to ensure the
correctness of solutions, and

(3) a preliminary empirical evaluation quantifying the scala-
bility, effectiveness and intrusiveness of our proposal.

II. OPTIMISTIC ROLLUPS

L2 blockchains provide an scalable alternative to Layer-
1 (L1) blockchains, like Ethereum [46]. L2s guarantee cor-
rectness while performing as much computation as possible
offchain with minimal L1 interaction, in terms of the number
and size of invocations. Various types of L2 exist, but our
solution is based on optimistic rollups which we simply refer
to as L2OR.

L2OR work in two phases: users inject transaction requests
which are received, sequenced, packed and posted in L1 by a
sequencer. Then, the effects of running the sequence of trans-
actions are computed offchain by agents called L2OR miners
or State Transition Functions (STFs). STFs are independent
parties in charge of computing transaction effects offchain
and publishing their effect in L1 encoded as L2OR blocks. As
in L1s, the effect of every L2OR transaction is deterministic.
Hence, there is a deterministic function, applyTx, that takes an
L2OR state S and a transaction t, and computes the resulting
L2OR state S′. L2OR blocks contain a reference to the batch of
transactions executed, a pointer to the previous L2OR block,
and the state obtained after the last transaction (encoded as
the hash of an Ethereum’s Merkle Patricia state trie [24]).
Since L2OR blocks can be potentially incorrect, there is a fixed
interval of time during which competing STFs can challenge
proposed blocks. Successfully challenged blocks are removed
together with all the blocks depending on them. Surviving
blocks consolidate and extend the chain.

Fraud-proof games are based on Refereed Delegation of
Computation (RDoC) [11], [12], which are two-player turn-
based games, played between a proposer and a challenger,
governed by L1 contracts. First, players iteratively bisect the
L2OR block until the dispute is reduced to a single transaction.
At that point, both players agree on the current L2OR state
S and the transaction t to be executed, but they disagree
on the result of applyTx(S, t). The game continues bisecting
the trace of applyTx(S, t), encoded in WASM [45], until the
dispute is reduced to a single instruction. At this stage, the
defender must provide a one-step proof which is verified by
the L1 contract governing the system. If the proof is valid, the
defender wins the game; otherwise the challenger wins. The
fraud-proof mechanism satisfies that the honest participant can
always win. Consequently, the existence of one honest party
guarantees the correct evolution of the L2OR.

III. MARKET MAKERS

In this section we model networks of automatic market
makers (AMMs), we define arbitrage, establish sufficient con-



ditions under which we can find large arbitrages and show how
to automatically remove large arbitrage opportunities. These
definitions are based on [2], [8], [19], [21]. An important dif-
ference from previous works is that we use bounded integers in
our problem and solution domain denoted as Zb instead of real
numbers. Restricting our problem and solution domain allows
us to apply our solutions as invocations to real blockchain
contracts adhering their numeric types and precision.

We refer to vectors of n bounded integers as trades,
where each component represents the amount of tokens being
traded [21]. A positive entry indicates the received tokens by
a trade, while a negative entry represents the tokens provided.
We use ∆ to represent trades, ∆+ for the positive entries
within ∆, and ∆− for the negative ones. We call a trade with
all its components zero the zero trade and denote it as 0.

Definition 1 (AMM): An automated market maker is defined
by: (1) a set of possible states S, (2) a predicate validTrade
and (3) a function executeTrade:

validTrade : S → Zn
b → B executeTrade : S → Zn

b → S

where validTrade indicates whether a trade is valid in a given
state and function executeTrade provides the resulting state
after a trade.
Given an AMM M , we use M.validTrade for the valid trade
predicate. We follow the assumption, common in blockchain
AMMs, where each market updates its private state only
when a trade is executed in that market. For simplicity, we
ignore other interactions with AMMs, such as, when liquidity
providers add or remove tokens. The blockchain itself is in
charge of reading the AMM state before the trade, execut-
ing the requested trade if valid (and failing otherwise), and
updating the state of the AMM involved.

A network of AMMs is a finite collection of AMMs. We
consider a network formed by a fixed collection of m AMMs.
A network state refers to the collective state of all AMMs in
the network. A network trade, denoted ∆, is a vector of trades,
one trade for each AMM in the network, ∆ = ⟨∆1, . . . ,∆m⟩.
The network trade vector Ψ of a network trade ∆ is the sum
of the differences between received and tendered tokens over
all AMMs in the network: Ψ(∆) =

∑m
i=1 ∆i. The vector Ψ

has size n, containing one bounded integer per token. Each
entry represents the balance change for the trader. The size of
a network trade is the number of non-zero trades. We call the
network trade with size zero the null network trade and denote
it as 0. Network trades are valid if and only if all individual
trades are valid. Executing network trades is equivalent to
executing each individual trade in its corresponding AMM,
producing a state change in each AMM involved.

Definition 2 (Arbitrage [3], [21]): Given a network of
AMMs, an arbitrage is a valid network trade whose network
trade vector is non-negative in all components.
The null network trade 0 is an arbitrage because it is a valid
network trade with 0 as network trade vector.

At a given point in time, the profit of a network trade is the
utility obtained from executing it. For simplicity, we compute
the utility of a network trade adding the utility obtained for

each token. The utility for a given token is computed by
multiplying the number of units of that token obtained by
its reference market value. In symbols, we work with the
following profit function: profit(∆) =

∑n
i=1 vi ∗ (Ψ(∆))i

where vi is the market reference value of token i. We require
that the market reference value of each token can be deter-
ministically computed from the states of the AMMs. For each
connected component in the network, we select a reference
token and assign it a value of 1. For every other token ti in
the component, we identify an AMM Mi that trades ti with
a token ti′ whose value has already been determined. Then,
the value of token ti is the maximum amount of ti′ obtainable
by trading in Mi one unit of ti times the value of ti′ . Other
profit functions can be employed, provided they are increasing
and there is an efficient algorithm to find arbitrages with the
highest profit.

We aim to automatically remove arbitrages with a profit that
exceeds a fixed threshold α, representing the maximal residual
profit exploitable by an attacker. We say that an arbitrage is
large if its profit is higher than α and we say that the network
is in equilibrium if there are no large arbitrages.

Constant Function Market Makers: A prevalent class
of AMMs is known as Constant Function Market Makers
(CFMMs) [21]. CFMM follow a constant formula to compute
exchange rates. Constant means that the exchange rate pre-
serves a constant relation between amount of tokens before and
after the trade. Thus, the state of a CFMM can be represented
by its token reserves. The following formula, parameterized
by a trading function φ, define valid trades in a CFMM:

validTrade(R)(∆) ≡ φ(R− γ ∗∆− −∆+) ≥ φ(R)

Where R is the reserves of the CFMM, a vector indicating
the reserves of each token, and 0 < γ < 1 is the trade fee
(typically 997/1000). We list some examples of the CFMMs
most commonly present in blockchains:

• Constant Product Market Makers (CPMM) such as
Uniswap V2 [43] use the following trading function
defined for 2 tokens x and y: φ(R) = Rx ∗ Ry , where
Ri denotes the ith component of R.

• Constant Mean Market Makers (CMMM) originally pro-
posed by Balancer [7], use the following function for
n tokens φ(R) =

∏n
i=1R

wi
i , where w1, . . . , wn ∈ R+

represents non-negative weights and w1 + . . .+wn = 1.
• Andre-Style Markets, employed for stable swaps in ex-

changes such as Ramses [38] and Camelot [20], utilize
the following trading function for 2 tokens x and y:
φ(R) = R3

x ∗Ry +Rx ∗R3
y.

Reestablishing the Equilibrium: The price of a given token
depends not only on one AMM but on the relative prices of
all AMMs that can exchange the token.

Arbitrages are possible because there may be multiple paths
to trade two given tokens. After a trade, only the AMM
involved updates its state (and, therefore, its prices), potentially
creating imbalances relative to the rest of the network. Our
goal is to reestablish the equilibrium globally in a network
of AMMs after every user transaction. We focus on AMMs



that allow “composing trades”, where the equilibrium can be
reestablished by exploiting an arbitrage with the highest profit.
AMMs are trade composable if, for all possible states, the
composition of two valid trades is a valid trade. That is,
if traders can execute two trades in a row, then they can
execute them as a single combined trade. A CFMM is trade
composable if its trading function ψ is a quasi-concave and
strictly increasing function [2]. All CPMMs, CMMMs, and
Andre-Style markets are trade composable. We say that an
arbitrage is a restoring arbitrage if, once executed, the network
is in equilibrium. When all AMMs in a network are trade
composable, arbitrages with the highest profit are restoring
arbitrages. Moreover, in such networks, if an arbitrage trades
in an AMM more than once, there is another arbitrage that
composes those trades in a single trade with the same profit.
Therefore, in a network of trade composable AMMs, there is
always an arbitrage with the highest profit using each AMM
at most once.

Theorem 1 (Equilibrium [2], [19]): Executing an arbitrage
with the highest profit reestablishes equilibrium in networks
of trade composable AMMs.

Finding an Arbitrage with the Highest Profit: Following
previous results, we model the problem of finding arbitrages
with the highest profit as a non-linear optimization problem.
We assume that for all AMMs in our network: (1) in all
possible states, the set of valid trades (trading set) is closed
and convex, and (2) the zero trade is always considered a valid
trade. A sufficient condition for the former conditions is that
φ in CFMMs is concave, which holds for all CFMMs used
in practice [21]. The optimal arbitrage can then be found by
solving the following optimization problem:

Definition 3 (Optimal Arbitrage Problem): Given a network
of AMMs {M1, . . . ,Mm}, the optimal arbitrage problem
consists in finding an arbitrage ∆ = ⟨∆1, . . . ,∆m⟩ that
maximizes traders profit. Formally, let S1, . . . ,Sm be the
current state of the network of AMMs, and v1, . . . , vn be the
value of each token. The optimal arbitrage is a solution to the
following optimization problem:

max profit(∆) =
∑n

j=1 vj ∗ (
∑m

i=1 ∆i)j

subject to ∀i ∈ [1..m],Mi.validTrade(Si,∆i)

(∆ is a valid network trade)∑m
i=1 ∆i ≥ 0 (∆ is an arbitrage)

The problem variables are the network trade ∆ defined
by one trade at each market ∆i ∈ Zn

b . This is a convex
optimization problem, since the objective function is concave
and all trading sets are convex.

A relaxation of the optimal arbitrage problem where trades
can have real components is introduced in [3], and can be
solved using different algorithms [3], [21]. While non-linear
optimization problems for bounded integers are decidable, it
is in general computationally challenging to efficiently solve
them. However, in certain cases, we can express the optimal
arbitrage problem as a linear integer optimization problem,

which can be efficiently solved using tools such as OR-
Tools [25] or Gurobi [26]. Note that only the constraints
enforcing that ∆ is a valid network trade may be non-linear.
Consequently, the problem admits a linear integer formulation
when, for example, all AMMs validity predicates are bi-linear
functions, as in CPMMs. We present a preliminary empirical
evaluation for CPMMs in Section VI.

IV. SEMANTICS OF EQUILIBRIUM L2OR BLOCKCHAINS

In this section, we present a novel L2OR blockchain se-
mantics that prevents large arbitrage opportunities. We call
this new L2OR blockchain Equilibrium as it maintains the
equilibrium in networks of AMMs. If after executing a trans-
action there is no large arbitrage, Equilibrium performs no
additional action as rational arbitrageurs will also perform
no action. Otherwise, STFs select a restoring arbitrage and
execute it atomically as part of the post-processing of the
previous transaction. By Theorem 1, an optimal arbitrage is a
restoring arbitrage, so STFs can always find an arbitrage that
reestablishes the equilibrium by solving the optimal arbitrage
problem (Def. 3). Since the restoring arbitrage may not be
unique, STFs explicitly post the arbitrage selected. In Sec-
tion V we introduce novel fraud-proof games that guarantee
that the equilibrium is reestablished correctly, provided there
is at least one honest STF and the L1 blockchain ensures both
safety and liveness.

A. Evolution of Equilibrium L2OR Blockchains

We now present the operational semantics and properties
of Equilibrium. We assume that the network of m trade
composable AMMs is fixed and trades n tokens, and that the
optimal arbitrage problem over bounded integers can be solved
efficiently.

The states of Equilibrium encode, as in any other L2OR, the
storage and balance of every account.

A step in Equilibrium is defined by the equilibrium tran-
sition S →t St ⇒∆ S′ from state S to state S′ obtained by
executing transaction t and then network trade ∆. The first
part, S →t St, is a traditional L2OR step that applies t to
obtain the intermediate state St. The second part, St ⇒∆ S′,
is an arbitrage step which executes network trade ∆ at state
St leading to the final state S′. An equilibrium step is valid if
both the traditional L2OR step and the arbitrage step are valid.
A traditional L2OR step S →t St is valid if St = applyTx(S, t).
An arbitrage step St ⇒∆ S′ is valid if it satisfies the following
properties:

• Arbitrage: the network trade ∆ is an arbitrage at state
St.

• Null preference: Either the profit of ∆ is higher than the
profitable margin α or ∆ is the null network trade.

• Post State: There is no arbitrage with profit higher than
α in S′.

• Effect: S′ is the result of executing ∆ from St, i.e. S′ =
effect(St,∆).

Since applyTx is deterministic, we simply use S ⇒t,∆ S′ to
represent S →t applyTx(S, t) ⇒∆ S′. We force the execution



of arbitrage steps right after each transaction execution as a
way to enforce the equilibrium invariant.

Function effect captures the effects of executing network
trades, which includes updating the states of the AMMs
involved and of contracts that manage tokens. AMM states
are updated according to their executeTrade function, while
token contracts keep track of the balance of each account.
When a trader receives δ tokens from an AMM, the trader’s
balance increases by δ while the AMM’s balance decreases by
δ. Symmetrically, the tokens are increased by δ in the AMM
and decreased by δ in the trader’s balance when the trader
contributes. The tokens gained during non-null arbitrage steps
are distributed between the STF that computes the new state
and the AMMs affected by the arbitrage. We propose that
the STF receives a pre-fixed portion of the arbitrage profit
to cover for the cost of the arbitrage step, and the remaining
tokens are distributed among the AMMs whose net value of
traded tokens is negative, proportional to their losses. Token
values are computed before the arbitrage is applied, thus the
sum of the losses across all AMMs matches the total profit
of the executed arbitrage. We leave the analysis of other
mechanisms to distribute tokens as future work. Since all
trades in arbitrages are valid, and AMMs only accept trades
if they have enough tokens, all AMM balances remain non-
negative after executing arbitrages. Additionally, as arbitrages
trade at each AMM at most once, the execution order of each
trade is irrelevant (see Lemma ). Based on this, Lemma 2
states that the equilibrium transition effectively reestablishes
the equilibrium, which follows directly from property Post
State.

Lemma 1 (Correct post-state): Let S →t St ⇒∆ S′ be a
valid step. If ∆ is 0, then S′ = St. Otherwise, S′ matches St

except for:
• all involved AMM contracts in ∆ are updated according

to their corresponding execution function and trade in ∆;
• token contracts associated to each AMM are updated

according to ∆ and all tokens gained in ∆ are distributed.
Moreover, at S′ all accounts have non-negative balances in all
tokens contracts, and the total amount of tokens in St is the
same as in S′, i.e. no tokens are burned or minted.

Lemma 2: Let S ⇒t,∆ S′ be a valid step. Then, S′ is in
equilibrium.
When the profitable threshold α is set to infinity, Null pref-
erence guarantees that the null network trade is selected in
all valid equilibrium steps. Thus, arbitrage steps have no
effect and the evolution of Equilibrium coincides exactly with
traditional L2OR blockchains.

Lemma 3 (Legacy): If α is set to infinity the evolution of
the L2OR blockchain under the equilibrium transition is the
same as under the traditional L2OR transition.

Following Alg. 1, STFs can always compute a next valid
equilibrium step by solving the optimal arbitrage prob-
lem (Def. 3). This holds because Theorem 1 ensures that
optimal arbitrages are restoring arbitrages. Likewise, this algo-
rithm also ensures the progress of Equilibrium. Given a state
S and a transaction t, Alg. 1 finds a tuple that forms a valid

Algorithm 1: Valid equilibrium step.

function STEP(S, t)
St ← applyTx(S, t)
∆ ← OptimalArbitrage(St)
if profit(∆) ≤ α then return (0, St)
else return (∆, effect(St,∆))

step. Alg. 1 first applies transaction t to state S, obtaining St.
Then, it finds an optimal arbitrage ∆ at state St by solving
the optimal arbitrage problem (function OptimalArbitrage). If
the profit of ∆ is not higher than α, following property Null
preference, Alg. 1 returns the null trade, that is (0, St).
Otherwise, Alg. 1 returns the tuple (∆, effect(∆, St)).

Lemma 4 (Progress): Let S be an equilibrium state and t
a transaction, there is a network trade ∆ such that S ⇒t,∆ S′

is a valid step.

B. Equilibrium Blocks

Equilibrium blocks encapsulate a sequence of equilibrium
steps. Precisely, an equilibrium block consists of:

• a reference to the previous equilibrium block,
• a sequence of transactions executed in L2OR steps
t1, . . . , tk,

• a sequence of network trades executed in arbitrage steps
∆1, . . . ,∆k,

• a sequence of resulting states S1, · · · , Sk after each
equilibrium step.

An equilibrium block is valid if and only if all steps are valid
when applied in sequence, i.e. 1 ≤ i ≤ k, Si−1 ⇒ti,∆i

Si, and
the first equilibrium state is the last state from the previous
equilibrium block. From Lemma 4, it follows that STFs can
always compute valid equilibrium blocks. Moreover, Lemma 2
guarantees that if an equilibrium block is valid then in all of
its intermediate states S1, · · · , Sk there are no large arbitrages.

Following traditional L2OR blocks, an equilibrium block
on L1 is represented by its post-state and the number of
transactions executed, instead of an explicit sequence of states
and transactions. To reduce space, a sequence of x consecutive
null network trades is compacted with a bit to indicate null
and the number x. For every non-null network trades, the STF
posts the trade. STFs may try to find arbitrages with minimal
size to further reduce the overhead incurred when posting
equilibrium blocks in L1. This can be achieved by solving
a similar optimization problem after obtaining an optimal
arbitrage. In this new problem, the objective is to minimize
the number of trades involved subject to a new constraint that
restricts the solution space to arbitrages with maximal profit.

Equilibrium blocks consolidate following the same scheme
as in traditional L2OR (see Section II). As the validity of
equilibrium blocks is different to traditional L2OR blocks, in
the next section we present new fraud-proof mechanisms to
ensure that only valid equilibrium blocks consolidate.



V. FRAUD-PROOF GAMES FOR EQUILIBRIUM

In Equilibrium, all arbitrages above some threshold α must
be removed after each transaction and the gains must be
divided among the AMMs and the STF that proposed the
block executing the transaction. Whether an STF has properly
removed all arbitrages according to these rules can be chal-
lenged by other STFs and decided by fraud-proof mechanisms.

We present here novel fraud-proof mechanisms (also called
fraud-proof games or FPs) for this purpose. These FPs enable
that a single honest STF can guarantee both liveness and safety
of Equilibrium assuming only that L1 ensures both liveness
and safety. We focus on games over the validity of proposed
arbitrage steps rather than on games about traces of pre-
determined programs that compute such steps (like in previous
FP mechanisms and RDoCs). We exploit the possibility of
debunking a proposed equilibrium block by challenging prop-
erties of arbitrage steps. For example, to challenge property
Post State (described in detail later), a challenger STF must
provide an arbitrage with profit greater than α in the proposed
post state. The advantages of our approach are:

• Efficiency: Finding a solution to the optimal arbitrage
problem (Def. 3) is computationally more expensive
than checking that network trades are valid solutions.
Therefore, our game involves far fewer turns than the
number of steps required to arbitrate execution traces, in
our case, traces of an optimization algorithm.

• Clarity: FPs over properties are easy to understand and
formalize.

• Flexibility: Implementing FPs over the execution of a
concrete algorithm would force all STFs to use exactly
this algorithm to reestablish the equilibrium. In contrast,
our approach gives STFs the freedom to choose any
strategy to compute an arbitrage step and, in particular,
any optimization algorithm.

A. Equilibrium Fraud-proof Games

Our FPs are multiple games to dispute the validity of
equilibrium blocks. These games are governed by an L1
contract referee, similar to FP games in traditional L2OR, and
they are all played using L1 transactions. We assume that every
transaction submitted to L1 is eventually processed correctly.

FPs are finite turn based two-player games consisting of
positions and moves. After a player moves, three things can
happen:

1) the referee immediately determines the winner;
2) the game moves to another position within the same

game;
3) the players engage into another game.

The last option is added for clarity in the explanation, but in
practice all games are encoded as a single game.

We assume that the list of tokens and the network of AMMs
are fixed and known by the referee. Moreover, we assume
we can compute with a single L1-invocation the profit of a
network trade and one component of a network trade vector
associated with a given network trade, plus verify whether a
trade is valid at a given AMM state.

Our games have two players: a defender—the STF agent
that posted in L1 an equilibrium block candidate B—, and
a challenger—an STF agent disputing the validity of B.
Players take turns to play with a predetermined time per
game which only decreases in their turn, similar to chess
clocks (this is already employed in existing L2OR). Given an
equilibrium block, we follow the same game as traditional
L2OR to reduce it to a dispute over a single step. In our context,
this corresponds to an equilibrium step S →t St ⇒∆ S′

that the defender claims to be valid. Checking the validity
of S →t St is delegated to the legacy L2OR game L2StepGame

which arbitrates the execution trace of applyTx(S, t). For
the validity of the arbitrage step St ⇒∆ S′, we introduce a
new game, called arbStepGame. The challenger’s first move
depends on the property the challenger is disputing:

• Arbitrage: The challenger disputes that ∆ is an ar-
bitrage by playing the arbitrageGame game described
below.

• Null preference: The challenger invokes chNull pro-
viding P claiming that 0 < P < α and that ∆ has profit
P . The game moves to position nullPreference where
defender can either defend the nullity of ∆ or challenge
any of the other two claims made by the challenger. All
cases are directly checked by contract referee deciding the
winner.

• Post State: The challenger invokes chPostState pro-
viding ∆c and Pc claiming that:
(1) ∆c is an arbitrage at state S′,
(2) the profit of ∆c is Pc, and
(3) Pc is greater than α.
The game moves to position postState where the
defender can dispute one of those claims. For claim (1),
the defender can initiate game arbitrageGame (where
the roles of the defender and challenger are reversed). For
claim (2), the defender can invoke chProfit (∆c, Pc),
where contract referee checks whether profit(∆c) = Pc.
For claim (3), the defender can invoke chAlpha (Pc),
where contract referee checks whether Pc > α. In the last
two cases the referee contract immediately determines the
winner.

• Effect: The challenger disputes that the network trade
is properly executed, moving to game effectGame. Game
effectGame is similar to L2StepGame but over the execu-
tion trace of function effect instead of function applyTx.

Fig. 1 illustrates game arbStepGame. Positions are represented
as ovals and sub-games with squares. The initial position of
the game is init, marked with a double oval. Arrows represent
moves, whose destination can be positions in the same game
or other games. In the latter case, the initial claim and the
role of challenger and defender are provided. Arrows with no
destination represent disputes that are resolved immediately by
the referee contract. Orange arrows represent enabled moves
for the defender, while red dashed arrows indicate enabled
moves for the challenger.

a) Arbitrage Game: The game arbitrageGame (see
Fig. 2) starts with the claim of the defender that ∆ is an



arbStepGame claim := ⟨𝑆𝑡 ,Δ, 𝑆 ′ ⟩ challenger := c defender := d

arbitrageGame
{claim := ⟨𝑆𝑡 ,Δ, 𝑆 ′ ⟩,
challenger := c,
defender := d}

effectGame

chNull()

{claim := ⟨𝑆 ′,Δ𝑐 ⟩,
challenger := d,
defender := c}

chArbitrage()

chPostState(Δ𝑐 , 𝑃𝑐)

chArbitrage()
init(claim)

{claim := ⟨𝑆𝑡 ,Δ⟩,
challenger := c,
defender := d}

chProfit(Δ𝑐 , 𝑃𝑐)

chAlpha(𝑃𝑐)

chProfit(Δ, 𝑃)

chP(P)

defNull(Δ)

chEffect()

arbitrageGame

nullPreference(Δ, 𝑃)

postState(𝑆 ′,Δ𝑐 , 𝑃𝑐)

Fig. 1. Positions and moves allowed in game arbStepGame.

arbitrage at equilibrium state S posted as the root hash of
a Patricia Merkle Tree. This entails that (1) all trades in
∆ = ⟨∆1, . . . ,∆m⟩ are valid, and (2) all components of
the network trade vector Ψ(∆) associated with ∆ are non-
negative. At the initial position the challenger can dispute
one of the two claims:
(1) The challenger invokes chTrade providing i and Si,

claiming that Si is the state of the i-th AMM in S and
∆i is not a valid trade at Si. The game moves to position
trade where the defender plays.
a) If the defender disputes that Si is the state of the i-th

AMM in S, the game continues as a membership proof
game on a Merkle tree [13].

b) If the defender disputes that ∆i is a valid trade at Si,
then the referee checks the validity of the i-th trade and
immediately decides the winner.

(2) The challenger provides i and invokes chNTVector and
the referee checks whether Ψ(∆)i is non-negative and
decides the winner.

B. The Honest Player Can Always Win

It is easy to see that every possible disagreement over an
equilibrium step between the challenger and the defender

corresponds to a move in one of the games described
above. Therefore, the correctness of our fraud-proof games
depends on simple checks done by contract referee and on
games L2StepGame (the FP used in traditional L2OR) and
membershipProofGame (a known fraud-proof game of mem-
bership over Merkle trees). It is well-know that an honest agent
can always win these games [13].

The following theorem captures that honest STFs can defend
valid equilibrium blocks and enforce that invalid blocks are
discarded. Combined with Lemma 4, this guarantees that
one single honest STF can ensure progress and safety of
Equilibrium.

claim := ⟨𝑆,Δ⟩ challenger := c defender := darbitrageGame

chValidityTrade(𝑆𝑖 ,Δ𝑖)

chAMMState(𝑆, 𝑆𝑖 , 𝑖)chNTVector(i)

chTrade(𝑖, 𝑆𝑖)

membershipProofGame

init(claim) trade(𝑆, 𝑆𝑖 , 𝑖,Δ𝑖)

{claim := ⟨𝑆, 𝑆𝑖 , 𝑖 ⟩,
challenger := d, defender := c}

Fig. 2. Positions and moves allowed in game arbitrageGame.

The proof of the first part proceeds by reducing the
equilibrium block to a single step, and then either playing
the L2StepGame or defending against the necessarily false
accusation in arbStepGame of violating one property of the
arbitrage step. The proof for the second part is similar, but
honest challengers must find the property violated. When the
violated property is Post State challengers need to provide
an arbitrage with profit greater than α in the proposed post
state, which can be done by solving the optimal arbitrage
problem (Def. 3). All other properties, require only simple
arithmetic checks.

Theorem 2: Honest STFs posting Equilibrium blocks can
defend them. Honest STFs can have invalid Equilibrium blocks
discarded.

Hence, a single honest STF can guarantee the correct
evolution of Equilibrium systems, independently of the amount
of malicious STFs.

VI. PRELIMINARY EMPIRICAL EVALUATION

We conducted an empirical evaluation to assess the effi-
ciency and effectiveness of our approach by addressing the
following research questions:

• RQ1. Scalability: How well does Equilibrium scale on
real-world data?

• RQ2. Efficiency: Does Equilibrium effectively reduce the
profit that arbitrageurs could extract, while redirecting
part of it to AMMs?

• RQ3. Intrusiveness: How often is the equilibrium reestab-
lished?

Data set and Implementation: To answer these questions,
we focused on Uniswap v2 contracts deployed on Arbitrum
and analyzed their transactions during April 2025. The Op-
timal Arbitrage Problem (Def. 3) for Uniswap V2 is a bi-
linear optimization problem. We applied bit-blasting [30] in
one variable per AMM transforming the problem into a linear
optimization problem, which we solved using Gurobi [26].

Uniswap v2 in Arbitrum uses 112-bit integers for reserves
but typically use 18 decimals for user representation. Since
current solvers struggle with large integers, we truncated the
decimals in the user representation, and eliminated AMMs
that ended with empty reserves or huge reserves in at least
one of the tokens. Then, we created a graph where each node
represents a token and there is an edge between two nodes
if an AMM exchanges those tokens. We iteratively removed
AMMs for which at least one of its tokens had degree 1 in the
graph, as they could never participate in an optimal arbitrage.
The resulting graph consists of a single connected component
with 7 tokens and 14 AMMs, which were involved in 43, 563
transactions during April 2025. After each transaction, to
compute the value of a token, we used the formula from
Section III with token USDC as the reference token.

Experimental setup: We simulated the evolution of an
Equilibrium blockchain on a Linux machine with 16 GB of
RAM and 8-core Intel i7-8565U processor running Ubuntu
24.04.3. We used the state of Arbitrum in the first block of
April as initial state, and we executed all 43, 563 transactions



α M.T. A.T. M.S. A.S. I. P.I.
$0 3.23s 0.10s 7 3.75 352 0.80%

$47.8 2.97s 0.12s 8 4.22 179 0.41%
$60.4 1.57s 0.13s 8 4.46 167 0.38%
$75.7 1.59s 0.32s 8 4.61 135 0.30%

$108.9 2.06s 0.16s 8 4.72 113 0.26%
$172.4 2.41s 0.19s 8 4.87 83 0.19%

$∞ - - - - 0 0.00%

α M.P. A.P. S.P. M.R.P. A.R.P.
$0 $791.2 $46.6 $16, 389.8 $0.0 $0.0

$47.8 $925.0 $113.9 $20, 395.1 $47.6 $15.0
$60.4 $880.2 $129.8 $21, 681.9 $60.4 $19.6
$75.7 $1, 236.3 $107.2 $19, 790.3 $75.6 $28.1

$108.9 $1, 236.3 $191.2 $21, 609.0 $108.8 $38.8
$172.4 $1, 131.5 $265.0 $21, 990.9 $171.6 $62.8

$∞ $0.0 $0.0 $0.0 $567.0 $34.4

TABLE I
EMPIRICAL RESULTS FOR DIFFERENT VALUES OF α. M.T. AND A.T.: MAXIMAL AND AVERAGE TIME (RESPECTIVELY) OF EXECUTING FUNCTION

OptimalArbitrage. M.S. AND A.S.: MAXIMAL AND AVERAGE (RESPECTIVELY) NUMBER OF TRADES IN NO-NULL ARBITRAGES USED IN ARBITRAGES
STEPS. M.P., A.P, S.P.: THE MAXIMAL, AVERAGE, AND SUM (RESPECTIVELY) PROFIT OF NO-NULL ARBITRAGES APPLIED IN THE ARBITRAGE STEP.

M.R.P. AND A.R.P.: MAXIMAL AND AVERAGE (RESPECTIVELY) RESIDUAL PROFIT. I. AND P.I.: TOTAL AND PORTION OF INTERVENTION IN THE TRACE.

involving an AMM in the network. First, we computed the
trace for α = $0, i.e., a no-null optimal arbitrage (if it exists)
is executed after each transaction. Then, to get realistic α
values for our experiments, we computed the profit for the
75th, 80th, 85th, 90th, and 95th profit percentiles of the applied
arbitrage, resulting in α of $47.8, $60.4 $75.7, $108.9 and
$172.4, respectively. For comparison purposes, we simulated
α = $∞, computing but never executing any arbitrage (i.e.
the legacy L2OR execution without re-balancing). The collected
data is summarized in Table I.

Analysis: We address each research question based on the
simulation results:
RQ1. Scalability: The maximum execution time was 3.23s,

with an average of 0.13s, far below the average interval
(one minute) between two transactions involving AMMs
in our network. This suggests that arbitrage steps are not
a significant computational overhead. Arbitrages in the
arbitrage step involved at most 8 trades, with an average
between 3.75 to 4.86 for non-null trades. Thus, the data
that STFs must post to L1 in an equilibrium block is
small.

RQ2. Efficiency: We measured two quantities: (1) the residual
profit, i.e., the maximal arbitrage profit remaining after
each equilibrium step (the amount that arbitrageurs could
still extract); and (2) the profit of arbitrages extracted
during arbitrage steps. With α = $∞ (legacy execution),
the maximal residual profit was $567.0 with an average
of $34.4 (we count subsequent residual profits with same
value only once, as it would disappear if exploited), with
no gains for AMMs. By lowering α, residual profits de-
creased substantially because AMMs regain the potential
arbitrages. For example, with α = $47.8, the maximal
residual profit drops to $47.6 with an average of $15,
that is, an 8.39% and 43.13% respectively of the legacy
execution, while on average $113.9 were distributed to
the AMMs per intervention, for a total of $20, 395 in the
whole month.

RQ3. Intrusiveness: With α = $0, Equilibrium intervened
352 times out of the 43,563 transactions (0.8%). As α
increases, the number of interventions decreases, down
to 89 times (0.19%) for α = $172.4. Thus, Equilibrium
rarely intervenes, yet still captures a significant portion
of arbitrage profits.

Conclusion: Our evaluation suggests that Equilibrium
scales to real-world AMM networks (provided that the solvers
scale to the numerical size of the reserves), reduces extractable
arbitrage profit, and intervenes only rarely, with trade-offs
depending on α.

VII. CONCLUSIONS AND FINAL DISCUSSION

AMM networks suffer from arbitrage attacks that exploit
price discrepancies. Agents competing for arbitrage opportu-
nities extract value from liquidity providers and also negatively
impact the blockchain ecosystem by driving up transaction fees
and network congestion.

We presented Equilibrium, a novel proof-of-concept L2OR

blockchain that automatically removes large arbitrages from a
network of trade composable AMMs. We provided new fraud-
proof games ensuring the correct evolution of Equilibrium.
Unlike conventional FPs, our games verify the correctness of
a proposed solution rather than execution traces. In Equilib-
rium, STFs compute offchain arbitrages by solving bounded
integer non-linear optimization problems (Definition 3), and
apply them to reestablish the equilibrium and distribute the
earnings among AMMs and STFs. For the popular constant-
product market makers [21] we showed empirically that our
proposal is feasible, removing large arbitrage opportunities
while intervening rarely and imposing little overhead. Apply-
ing this approach to other AMMs requires efficiently solving
the optimization problem from Definition 3, which is an
interesting future research topic. Two alternatives are (1) to
adapt Equilibrium for AMM networks where the optimal
arbitrage can be approximated within an additive factor, and
(2) to detect external arbitrages and mimic them extracting the
profit before the arbitrageur.

Finally, we assumed that the list of tokens and AMMs
is fixed. However, in practice, new tokens and AMMs can
be created. Extending Equilibrium to dynamic AMMs and
tokens would require updating state variables in L1 contracts.
Similarly, changing threshold α—that determines acceptable
arbitrages—or the function to determine the value of each
token can also be done by updating the L1 contracts that
govern Equilibrium. Mechanisms to perform such updates are
future work. A potential approach could be similar to Arbitrum
DAO [5], where stakeholders vote on on-chain proposals that
influence the operation and evolution of Arbitrum ecosystem.
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